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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution in TR 33.700-32.
2
References

[1]
3GPP TR 33.700-32 v0.1.0
Study on security aspects of User Identities and Authentication
3
Rationale

This pCR proposes a new solution on user authentication to address key issues #1 and #3 in TR 33.700-32 [1]. The solution assumes that the credential for a human user of non-3GPP device is preconfigured in the UE and network for user authentication.
4
Detailed proposal

*************** Start of the Change ****************
6.Y
Solution #Y: User authentication with preconfigured credential
6.Y.1
Introduction


This solution addresses Key Issue #1 on Authentication and Authorization of Human User ID and Key Issue #3 on Authentication and Authorization of one or more non-3GPP devices behind one gateway UE or 5G-RG. Specifically, it addresses the requirements for authentication of human user based on a user identifier linked to a 3GPP subscription and authentication of a non-3GPP device behind a UE or 5G-RG based on a non-3GPP device identifier. The solution applies to the cases where a credential is preconfigured in the UE and the network for user authentication.

6.Y.2
Solution details

6.Y.2.1
Description
According to the requirements in KI#1 and KI#3, users (human user or non-3GPP device) are authenticated based on the identifier of a human user using a UE or non-3GPP device behind a UE/5G-RG for using operator or non-operator deployed services, i.e. the user identifier or non-3GPP device identifier needs to be sent to the network. The solution assumes the following:
NOTE:
User authentication hereafter refers to both the authentication of human user and authentication of a non-3GPP device behind a UE/5G-RG.
-
The user or non-3GPP device identifier is sent from the UE to the network during user activation procedure which takes place after the UE registered into the network.

-
There is a User Identity Profile (UIP) containing user or non-3GPP device identifier(s) and the linked subscription(s), which is maintained by the HPLMN of the linked subscription(s). It can be used for determining whether and how to initiate user authentication. The profile is stored in a User Identity Management Function (UIMF) which can be collocated with an existing NF in HPLMN. 
-
There is a User Authentication and Authorization Function (UAAF) deployed by the home operator and dedicated to user authentication, which can be a standalone NF or collocated with an existing NF. When authentication is performed by 5GC, the UAAF takes the role of authentication server. When authentication is performed by a third-party service provider, the UAAF undertakes AAA protocol interworking with the third-party AAA server.
-
User or non-3GPP device identifier can be made available to the UE before user activation, e.g. through input of human user or sent from the non-3GPP device which is out of 3GPP scope. 
-
The credential associated with the user or non-3GPP device identifier is preconfigured in the UE before user activation. The credential is also preconfigured in the third-party AAA server or the UAAF or stored in the UIP with the associated user or non-3GPP device identifier.
-
EAP framework specified in IETF RFC 3748 [x] may be used for user authentication. The specific method for user authentication can be negotiated between the UE and the network based on UE capability and authentication policy configured in the network.
6.Y.2.2
User authentication procedure with the UAAF deployed by operator
If the pair of user or non-3GPP device identifier and the corresponding credential is created by the operator, the user authentication is performed between the UE and UAAF. The AMF takes the role of the EAP authenticator and communicates with the UAAF, which takes the role of the authentication server.
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Figure 6.Y.2.2: User authentication procedure with UAAF deployed by operator
0.
The UE successfully registered into the network via registration procedure.

1.
When a human user logs in the UE with a user identifier or a non-3GPP device connects to the gateway UE with a non-3GPP device identifier, the UE sends the User Activation Request containing user or non-3GPP device identifier in a NAS message, as well as the UE capability supporting user authentication.

2.
Upon receiving user activation request from the UE containing the user or non-3GPP device identifier, the AMF retrieves the UIP associated with the user or non-3GPP device identifier from the UIMF.
3.
The UIMF or AMF determines whether and how user authentication shall be triggered based on the following information in the UIP:

-
If the SUPI of the UE matches one of the SUPIs indicating the linked 3GPP subscriptions, the UIMF/AMF may determine to trigger user authentication. Otherwise, the UIMF/AMF determines to reject the user activation request.

-
If there is no existing successful user authentication result or the status of the user is not activated yet, the UIMF/AMF may determine to trigger user authentication. Otherwise, the UIMF/AMF determines not to trigger user authentication. 

-
If there is authentication policy indicating authentication method(s), the UIMF/AMF checks whether the UE capability supports the indicated authentication method(s), and then determines whether and how to trigger user authentication.

4.
If user authentication needs to be triggered and authentication method (e.g. EAP method) determined, the AMF sends a User Authentication Request to the UE via NAS message to request the User ID for EAP authentication (EAP-ID). The AMF also indicates the specific authentication method (e.g. EAP-TLS) to the UE. 

5.
The UE provides the user or non-3GPP device identifier as the EAP-ID via EAP-Response in the User Authentication Response towards the AMF. The EAP-Response is protected with the credential associated with the user or non-3GPP device identifier.

6.
The AMF forwards the EAP-Response to the UAAF in an Nuaaf_UserAuth_Authenticate Request message and indicates the EAP method.

7.
The UAAF verifies the EAP-Response using the preconfigured credential associated with the user or non-3GPP device identifier. The UAAF may interact with the UIMF for retrieving the corresponding credential if stored in the UIP. 

8.
Optionally more than one iteration for EAP-message exchange between the UE and the UAAF is performed.

9.
EAP authentication completes. An EAP-Success/Failure message is sent by the UAAF to the AMF in the Nuaaf_UserAuth_Authenticate Response message. In case of success, the UAAF may send the authentication result to the UIMF to be included in the UIP, indicating the user activation status.
10. Based on the result of user authentication (Success/Failure), the AMF returns User Activation Response to the UE via NAS message. If user authentication is successful, the user is activated on the UE, and subsequent procedures on service usage can be performed for the human user or non-3GPP device via the UE. 
Editor’s Note:
The involved network functions (UIMF, UAAF) and procedure for user acitivation are to be aligned with SA2 architecture and procedure.

Editor’s Note:
Whether user input on the UE needs to be verified by the network for user authentication is FFS.

6.Y.2.3
User authentication procedure with the AAA-S deployed by third party
If the pair of user or non-3GPP device identifier and the corresponding credential is created by a third-party service provider, the user authentication is performed between a UE and an AAA server (AAA-S) owned by the third party. The AMF performs the role of the EAP Authenticator and communicates with the AAA-S via the UAAF. The UAAF undertakes AAA protocol interworking with the AAA-S.
Steps 0-6 refer to steps 0-6 in clause 6.Y.2.2.

7.
If the UAAF does not have the credential associated with the user or non-3GPP device identifier, or cannot retrieving the corresponding credential from the UIP, it forwards the EAP-Response/Identity message to the AAA-S via the AAA-P, routed based on the realm portion of the user or non-3GPP device identifier. 

8~12.
EAP-messages are exchanged with the UE. One or more than one iterations of these steps may occur.

13.
EAP authentication completes. An EAP-Success/Failure message is delivered to the UAAF.

14.
The UAAF forwards the EAP-Success/Failure message to the AMF via Nuaaf_UserAuth_Authenticate Response message. In case of success, the UAAF may send the authentication result to the UIMF to be included in the UIP, indicating the user activation status.
Step 15 refers to step 10 in clause 6.Y.2.2.
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Figure 6.Y.2.3: User authentication procedure with AAA server deployed by third party
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled. The evaluation of the solution should include the impact to the 3GPP system.
TBA
*************** End of the Change ****************
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